Mobile Device Management
Enrolling iOS Devices

CAND IT Department
1/16/2020

Workspace ONE (previously “AirWatch”) is the Mobile Device management (MDM) system used by the
entire judiciary. It’s required for all court-owned iPhones and iPads, and will be available for laptops in
the future. After you receive the enrollment email from the system (see Step 1), follow the steps below.

The process below should automatically go back and forth between the new “Hub” app, websites, and
your device settings, but you may need to switch back and forth manually if it gets stuck or takes to long

on a screen, so it's recommended for you to close out of all apps besides email before you begin. After
enrollment, your device will have one new Profile (security setting) plus three new apps, and CAND IT
will be able to keep it updated and secure, as they are required to do.

For more information on Workspace ONE, please see http://home.cand.circ9.dcn/ios/mdm/

All questions and support requests should be sent to CANDHelp@gmail.com, or call 415-522-2011.

STEP 1)

You will be receiving an email from

US Courts Mobile Device Management
(AirWatchMDM@ao.uscourts.gov), with the
subject “CAND Mobile Device Management
Enrollment”. If you don’t have the email yet,
contact IT, as you cannot continue the process
without it.

To start the process, access the email from your
iPhone and/or iPad (you’ll need to do this process
on all your iOS devices).

Tap the link in the email to https://getwsone.com
to test if you have the Intelligent Hub app on
your device, and follow these steps...

2) If you don’t AA & getwsone.com ¢
have the app,

prompted to

install it.

You can also go
directly to the
App Store and
download
Intelligent Hub
from VMware.

r ‘| Intelligent Hub

Workspace ONE" Intelligent Hub
is the app you use to register
your device for access to
resources within your
organization.

# Download on the ’

& App Store

If you do have
the app, skip to

step 5. m m @
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3) Download the app.

Intelligent Hub
r ‘ VMware Workspace ONE

@ 0
2.5 % K e #59 4+
What's New Version History
Version 19.11 Tmo ago

This release includes iOS compatibility changes,
new features, and bug fixes to enhance your
Hub experience. more

Preview

B 4 =
Today Games Apps

4) Once installed, tap OPEN.
Intelligent Hub
r ‘ VMware Workspace ONE
Y@@ -

2.5 % k¥ yrvr #59 4+
What's New Version History
Version 19.11 1mo ago

This release includes iOS compatibility changes,
new features, and bug fixes to enhance your
Hub experience. more

Preview

p

~
m 4 =

Today G

mes Apps

5) When launched, Hub will prompt for “Email
Address or Server”. Enter mobile.uscourts.gov
Do not enter an email address here!

)

mobile.uscourts.gov

24 QR Code

6) Enter mobile.uscourts.gov and tap Next.

0

mobile.uscourts.gov|

28 OR Code
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6) You'll then be prompted for a Group ID.

Enter CAND

!

mobile.uscourts.gov

28 OR Code

7) ...then tap Next.

mobile.uscourts.gov

cand

8) Enter your court email address and your
JENIE password, then tap Next.
<

Your Court Email Address

Your JENIE password

D

9) Tap Save Password
We value your privacy

We don't collect We may collect
Messages
Keep text messages private.
Personal Email v

Would you like to save this password in your iCloud
Keychain to use with apps and websites on all your
devices?

You can view and remove saved passwords in
Passwords & Accounts settings.

( Save Password ’

Not Now
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10) This screen is information only, and displays
what data will and won’t be collected. Tap Next.

«
We value your privacy

We don't collect

e Messages
Personal Email

|
@ Personal Photos

We may collect

11) Tap Allow.

i

“Hub” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

/ ;\Ilow

Don’t Allow

12) You'll then be sent to a web page. Tap Allow.

AA @ mobile.uscourts.gov @

This website is trying to download a
configuration profile. Do you want to
allow this?

13) After download completes, tap Close.

AA & mobile.uscourts.gov (@
@ Secure
C D
Az
Tap) Profile Downloaded sally,

Review the profile in Settings app if
you want to install it.

Close

14) Tap Continue

AA & mobile.uscourts.gov ¢

( D

\‘I

Profile download in progress

Tap Here if you are not prompted automatically.

15) The site will send you back to the Hub app.

Tap Open.

AA & mobile.uscourts.gov (&)

Openin “Hub"?

Cancel / Open
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16) The Hub app will now send you to your
device’s Settings app. Tap Open Settings.
Almost done!

Just a few more steps to enable
Workspace Services on your device.

[ Profile Downloaded

1. Inthe ‘Settings’ app, locate and tap
"Profile Downloaded".

2. Install the "Workspace Services" Profile.

3. Trust "Remote Management”.

Open Settings

Retry downloading_Profile

17) In your Settings app, tap Profile Downloaded.
Settings

n
I Apple ID, iCloud, iTunes & App Store

Profile Downloaded

Tap to go to the Profile

Wi-Fi USDCO1SF
Bluetooth Oon
W Cellular

@ Personal Hotspot Off
G VPN Not Connected

If you don’t see this, scroll down to General >
Profiles and Device Managament, and tap
Workspace Services.

18) Tap Intall.

LA e

Cancel Install Profile " Install

Workspace Services
Workspace

Signed by mobile.uscourts.gov
Verified +

Description Device Management profile to manage and
activate access to work applications and
services on your device.

Contains Device Enroliment Challenge

More Details

19) Enter the passcode for your device.

P ] et

Enter Passcode Cancel

Enter your passcode

o O O O

Your device's passcode

20) Tap Install.

Installing Profile

Workspace Services
Workspace

Signed by mobile.uscourts.gov
Verified v

Description Device Management profile to manage and
activate access to work applications and
services on your device.

Contains Device Enroliment Challenge

More Details >

(
Install

Cancel

21) Tap Next.

N o

Cancel Consent " Next

MESSAGE FROM "DEVICE MANAGER"

Welcome to CAND Mobile
Device Management
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22) Tap Install.

P N e

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://mobile.uscourts.gov/
DeviceServices/AppleMDM/Processor.aspx”
to remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.

23) Tap Trust.

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at "https://maobile.uscourts.gov/
DeviceServices/AppleMDM/Processor.aspx”
to remotely manage your iPhone.

Thea B — . ata,

add/r emote Managemen stall,
Do you trust this profile’s source to

mana enroll your iPhane into remote

data ¢ management?

Cancel Trust

24) Tap Done.

FR =N g
Profile Installed Done
@ Device Manager

d v

Signed by mobile.uscourts.gov

Description Device Management profile to manage and
activate access to work applications and
services on your device.

Contains Mobile Device Management
Certificate

More Details

25) Tap Device Manager to check the installation.

4 Profiles & Device Management

MOBILE DEVICE MANAGEMENT

Device Manager

Tap to check the installation

26) Tap Restrictions.

{ Back Profile
@ Device Manager
Signed by mobile.uscourts.gov
i v
Description Device Management profile to manage and

activate access to work applications and
services on your device.

Contains Mobile Device Management
2 Restrictions
Password Policy
2 Web Clips
11 Certificates

More Details

Restrictions

Remove Management

27) If you see these restrictions, you are done
with the Settings app. If not, contact CAND IT.

< Profile Restrictions

RESTRICTION

Encrypted backups enforced

Limited ad tracking enforced

PASSWORD POLICY

Passcode
BE® Enter 4 or more characters
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28) Go back to the Hub app and tap Close.
If Hub gets stuck and does not load after a
minute or so, close out of the app (swipe up) and

relaunch it. You may need to log in again.

You’ll then be prompted to complete the setup...

( Close >

Welcome

29) The Hub app can share the location of your
device with the MDM system, which can be very
useful if lost or stolen. CAND IT recomends
allowing, but it’s up to the user.

e See NOTES at the end of this document.

Privacy

~

Allow “Hub" to access
your location?
The policy set by your workplace
enables this app to collect your
location only while it is open or in the
You background. Your location may be ace
used to automatically grant accessto
ONI additional work resources or find your are

acc device if lost or stolen. ns.
B ta
col . . to
Allow While Using A
pro' el and
st Allow Once ot
con 1by
\ [

Don't Allow

lunderstand

30) Tap | understand.

Privacy

Your privacy matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Workspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by
Workspace ONE, please contact your
company.

For information regarding the data VMware
collects in connection with your use of this
application for product improvement and
other analytics p ge the Trust &

Lunderstand

31) Optional - This setting allows the developer
to gather anonymous data for improving the app.

Data sharing

Ny 0

Want an even better app experience?

Help us improve and develop new app
features and functionality that will make
you even more productive.

We would like to collect information about
your usage of our app to better understand
how users interact with our apps and how
we can improve the app experience. We
analyze this usage data in the aggregate
and not in any way that identifies you. If you
ghange your mind, you can change this

setting at any time.

ware, visit https://
om/help/privacy. html.

Not now
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32) If you see this screen, tap Done.

Y

A

Your IT department
access to a wide

250Urces ¢ and notify yo
er action is required

33) You should now see your account.
Tap This Device.

Account

Directory Account
Updated Today at 3:12 PM

This Device

Support
Legal

About

33) Check that there are 3 green points showing.

< Account This Device

® Device Enrolled
® Compliant
® Connectivity Normal

Location

3 points should show.

Enrollmen

Compliance
Network

Messages

Sync Device

Syncing sends latest device information and receives
latest updates from IT administrator.

34) DONE! You should now have 3 new apps on
your device. Please do not delete any of them.

£

«

y
Self Service

USC Apps

Hub is the app that supports the Mobile Device
Management (MDM).

Self Service is a web site that can provide end
user assistance with their devices. This is usually
used only by CAND IT.

USC Apps has a selection of judiciary and locally
supported apps which you can choose to install.
In the future, more apps will be made available,
and some may become mandatory.

NOTES:

e iPhones: When complete, go to Settings > Personal Hotspot and make sure it’s set to OFF.
Leaving Personal Hotspot set to ON when not required will cause network problems with any
computer it’s connected to by USB cable, as well as battery drain.

e If you chose to share Location Awareness (#29), you will be prompted later if you’d like to
“Always Allow” or keep as sharing only while using the app. Choosing “Always Allow” helps
CAND IT to find your device if it’s ever lost or stolen.

e You may change your location awareness settings at any time from Settings > Hub > Location.
Options are: Never, Ask Next Time, While Using the App, or Always. IT recommends Always.

All questions and support requests should be sent to CANDHelp@gmail.com, or call 415-522-2011.
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